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Why Enterprise Risk Management?

The market place will ultimately drive Enterprise Risk Management forward.

Initiating
Enterprise Risk Management Drivers Drivers

= Stakeholders, Rating Agencies & Regulators:
Areas where there is a high degree of public exposure/liability
financial Institutions (OSFI, CDIC, etc), environmental legislation, etc
= High Profile Failures & Disasters
Barings, Enron, 9/11 & the WTC
Increased Reputational exposures (eg. Andersen)
= Market Disclosure Requirements:
Increasing pressure for disclosures from investors and analysts
Pressure from counter-parties — Climate Change/Carbon Emissions
= Competitive Pressure & Improved Financial Performance:
Reduce earnings volatility
Increase process effectiveness & efficiency Sustaining

Drivers
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Organization should consider risk management as a spectrum.
In deciding what level of maturity is appropriate they must

consider a number of factors and the benefits increasing efforts
will provide to the organization

Risk Managers with senior management, including the board, must decide what
the ultimate objective for Risk Management is within the organization

Benefit

A

Operational
Intelligence

Prediction

Integration

Quantification
& Forecasting
Traditional @ M

Baseline

Effort
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M.Hilbert, 2002. Based on BBA, ISDA,
RMA Operational Risk Survey, 1999
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The Risk Management Maturity Model

Traditional Awareness Monitoring Quantification & Integration Prediction Operational
Baseline Forecasting Intelligence
=Reliance on | =Arisk =A clear vision | = Risk is =Linked risk =Exposures | =The use of
Internal governance for ERM considered management | and risks ERM to
Audit structure is in | exists ona processes can de realize
=Individual place =A balanced quantitative across the predicted business
Mitigation =The set of basis and firm based on opportunity
Plans organization approaches risks =Losses and operational | =Risk
=Reliance on | has some are used forecasts indicators metrics Management
“good” definitions in (RCSA, event | are used to are =Event data is integrated
people/staff | place data, KRls, understand correlated captures with financial
to make =Risk etc) exposures =Integration both management
sure things management | =Dedicated =Quantitative | with quality magnitude performance
are is re-enforced | staff exist to targets and programs and management
managed in policies support risk measures =Risk frequency and
=Internal and management are used assessment values operational
Controls procedures at all levels processes =Risk effectiveness
are predictions | *ERM is link
integrated drive with CRM
=Integration process and other
inside and modification | major
outside the processes
firm

Current Canadian Status of Implementing Risk Management

MAH Risk Consulting




IRR - Implementing Risk Manage

Achieving effective Risk Management requires alignment across
a number of dimensions inside and outside the organization

5.2 Mandate and Commitment

5.3 Design of framework for managing risk
5.3.1 Understanding the organization and its context
5.3.2 Risk management policy
5.3.3 Integration into organizational processes
5.3.4 Accountability
5.3.5 Resources
5.3.6 Establishing internal communication and reporting mechanisms
5.3.7 Establishing external communication and reporting mechanisms

5.6 Continual Improvement of the Framework 5.4 Implementing risk management
5.4.1 Implementing the framework for managing risk
5.4.2 Implementing the risk management process
5.4.3 Implementing Tools and Templates
5.4.4 Implementing Data and Information Management

@I 5.2 Monitoring and Review of the Framework

Pulling together the elements of a risk management framework can be a complicated undertaking.
M Hilbert 2008 Based on ISO 3100 Components of the Framework for Managing Risk, (ISO 2008)

Items 5.4.3 and 5.4.4. are not included in ISO 31000
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Leading organizations are beginning to take a holistic approach
to risk management to promote consistency of risk management
across the enterprise. An holistic approach leads to better
alignment of risk management processes and fewer surprises

= Characteristics of Holistic Risk Management

= Comprehensive - considers the full spectrum of
risks the organization faces

= Interconnected - linkages between risks are
considered and reflected in the management
approach

Funding/
Liquidity

= Integrated with the business - strategy setting,
decision making, execution and monitoring

= Forward-looking - innovative mindset to contribute
to strategic decision making, in addition to a
perspective on historical trends and events

Environ -
mental

Social
Respons
-ihility

= Multi-faceted - all levers to manage risk — process,
structure, metrics and culture - are utilized

= Efficient - no overlaps in risk management activity,

cost effectiveness of activity
Best practice is leading to the development of a common

ERM framework which is pushed out to the responsibility

for risk management to the lines of business but

= Value focused - both a protection and maintains a strong corporate function that ensures
enhancement focus alignment, harmonization and exploits synergies.

= Collaborative - line management own risk, close
engagement between Risk and the business
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Leading Organizations understand developing a culture of risk
awareness in the organization sets the tone and foundation for
effect Risk Management

= The Risk Culture model (illustrated at right) identifies
eight elements of the culture that have particular
importance in a risk context. The model is built on:

The realization that an holistic approach to risk
management is required, and a focus on controls and Leaderehin and Stateny
processes is not sufficient to drive the right behavior.

Values, objectives and practices across the

organization must be aligned to achieve a culture of

well-managed risk. Rest Mansgemar: Aesountasity 3na
= The challenge for organizations is to establish a culture ™" "

that:

Encourages individual accountability for managing risk

(and therefore addresses accuracy of individual risk

perception);

People and Commiurication

Includes systems to monitor and reinforce desired
behaviors; and

Takes into consideration differences in the risk
environment for different roles, and an individual
tolerance for risk.

| Current Canadian Status of Implementing Risk Management MAH Risk Consulting

| IRR - Implementing Risk Management in 2008

Leading organization are driving effective Risk Management
through setting risk appetite and translating it into a target risk
profile for the organization

Risk capacity: The maximum risk the firm can
bear, which is linked to the ability to absorb

. . loss, capital, liquid assets, borrowing limits,
RlSk CapaC|ty insurance etc.

Risk appetite: The quantum of risk the firm is

. willing to accept within its overall capacity.
Risk Risk Tolerance: The acceptable variation in risk
Appetite / Risk Tolerance level around the organization’s risk appetite.

Risk profile: Target profile
represents the allocation of
appetite to risk categories.
Actual profile represents
risks that are currently

Actual Risk Profile

assumed.
BR CR MR OR LR GR RR Risk profile: Tailored for
the business.
Business Credit Market Operational  Liquidity Group Reputational
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The most effective firms understand that setting appetite
requires that multiple dimensions are considered and integrated
to determine a firm’s risk appetite

Stakeholder Top-down analysis Definition of
analysis Bottom-up analysis risk appetite

An analysis of external and internal stakeholders and their expectations
A ‘top-down’ assessment of risk appetite, linked to strategic and business objectives

A ‘bottom-up’ assessment of the actual risk profile of the firm derived from the
underlying business areas

Analysis to ensure that the actual risk profile reflects Board risk appetite, and to make
adjustments where necessary
Regulators focus mainly on unexpected losses
Shareholders focus on maximising value in relation to risk

The amount of capital needed per unit of unexpected loss is dependent on the
organizations risk appetite
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Lead practices in setting risk appetite bring together measures
across three dimensions to provide the organization guidance
and direction.

= Hard measures of risk

= Describe the type and quantum of risk the business wants and
is willing to take

= Relate directly to business plans and risk measurement
processes

= Example — appetite for earnings volatility

Quantitative Measures

= Recognize that not all risk is measurable but can affect
business performance

Qualitative Measures = Example — appetite for business activities that are outside of

core competencies

= A subset of the above which identifies the categories of risks to
) be avoided
Zero Tolerance Risks |« Example — appetite for regulatory mis-compliance
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The practices for managing risk

appetite are continuing to evolve

as firms gain experience with risk management and as

approaches take root in firms

= Established Practices

= Risk appetite is managed “bottom-up” to some
extent - via ongoing monitoring and Senior
Management involvement.

= The determination and/or management of risk
appetite includes some form of consideration
of: the firm's capacity to bear catastrophic

losses; the firm’s strategic objectives; the firm’s

relative competencies; the risk-reward trade-
off; and the economic environment.

= A framework exists for all risks (including,
increasingly, business/commercial type risks).

= Appetite is described in quantitative / absolute
terms, and related to clear financial / strategic
objectives (as opposed to ‘medium’;
‘conservative’; ‘risk averse’ etc.)

Current Canadian Status of Implem

=Emerging Practices

= Much stronger and explicit link between the
organizational objectives (more than
maintaining a desired credit rating) and the
specification of its risk appetite.

= Risk appetite is expressed at more than one
confidence level and/or time horizon.

= Analysis of the risk-reward trade-off is
becoming more sophisticated, recognizing that
different forms of risk carry different costs (i.e.
require different returns).

= Definition of risk appetite extended beyond
tolerance (i.e. how much risk) to include which
risks and why (i.e. what are the right/wrong
risks, having regard for stakeholder
expectations, view on credit cycle, relative
competencies efc).
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Leading firms are driving Risk Management through corporate
principles, aligning the focus of Risk Management to objectives,

outcomes and setting the expe

ctation for how they will be

Corporate

achieved
[

RM Principles

)

Anchoring risk

. 5

management through

[

Integrated RM Framework

]

corporate principles

. .

provides a framework

[

Business Level RM
Principles

for the consistent

]

Corporate RM
principles are

. B

delivery of risk
management across

applied on an
integrated basis
consistently
through the
organization

Discipline-Specific Risk Policies and Standards

Other
Rlsks

Credit Market Ops Liquidity
Risk Risk Risk Risk

disciplines and lines
of business.

Compliance

Regulatory
Risk

Standards

Ops

Risk

C Line of Business D|SC|pI|ne Specific Risk Policies,

Credit Market
Risk Risk

and Processes

Compliance
Liquidity

Risk Regulatory

Risk

Other
R|sks
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In moving forward with an integrated approach to Enterprise
Risk Management organizations typically have to deal with
siloed, replicated and disconnected processes and systems

Adjustrnents
Issues
Scenarios

Indicato rs

Incidents

Assessment

ACH | Audit Commities 3 c o g o >
Repart c o v L = > n =
All Utilizes infommation < T @ - & O © >0 o 3
frorm all groups c = c = = =s © I} = o E I c c
PREDR| Perindic and Event 5 O = O o = E O 5> 3=
o § [Tl O > rx =29 = = c
tiven Repating — ot e o o> wx O = S5
CAP | Corrective Action x < c < o w = ) O o o 0o m Qo
Plan w - O] £ O N
1L lszsues Log
I Scenario Analysis
KRI V2w Risk Indicatar ACR P&EDR P&EDR P&EDR P&EDR
KRF | KeyPerformance
Indic atar
1= Incident Report CAP
LD Loss Data
Collection
[T] Majar Incident
Report
RA Rizk Assessment
CSA Caontrol Self
Assesament All All SA SA SA SA SA SA
RSA Risk Self
Assesament
184 | Information Al Al KRI KRI KRI krukpl| | KkRukpi KRI/ KPI
Systems
Azsessment
SANVE | Security
Aszessment All All IR LDC IR M IR IR
ulnerability Scan
BIA Business Impact
Assessment All RA + All csA RSA ISA CsA SAIVS BIA
Reporting

Processes
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Current Challenges
(large) organization

«Multiple initiatives

*No coordinating systems

backbone

+Need for a common

language

»Non-standard processes

«Lack of common/shared

definitions
-Limited transparency
«Assessment fatigue

+Ad-hoc investments in
technology

+Duplicate efforts

-Manual process using
spreadsheets

*Roles and responsibilities
unclear
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The integration of Risk Management processes increases
transparency and supports the simplification of the processes
while improving the effectiveness of Risk Management

To provide a complete picture of risks across the enterprise, risk management
processes need to be integrated across risk disciplines.

Risk Management Processes

Identification

A t&

Mitigation &

Measurement

Management o

Report

Strateyic

Credit

Market

Liguidity

Risks

Operational

Environmental

Reputational
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Effective ERM in today’s increasing complex and connected
business environment requires operational alignment as well

Day to Day
Governance Oversight Management . Assurance
Strategic Board of Directors Senior Executive Team
Enterprise Risk Line of Business
Credit Management
. redi e
Credit Committee Credit Risk Credit Risk
Market Risk :
m .
Market g, § Committee Market Risk Market Risk
' g S Operational
Operational o @ s Risk Operational Risk Operational Risk 5 m
7 o s} Committee @ o
; 2 g E] Ei
G ; ;) > Compliance : : 2 =
ompliance & & g § & Regulatory Compliance & Compliance & > >
Q =] [=4 =
Regulatory @ 8 E . Regulatory Regulatory s =
3 o z : -
3 :
MR ] e ]
ALM § 2 o  Committee USRS
o : :
Environmental 3 ° 3 . : i ) ’ :
/ Social = 3 E/SR Senior Executive Team Line of Business
ocia = p
Responsibility 3 g Committee Credit Market Operational Credit Market Operational
Reputational
Reputational Risk ; Senior Executive Team Line of Business ;
Committee Credit Market Operational Credit Market Operational

Regulators

Managing risk is an integrated process that relies upon multiple groups within an organization
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Within financial institutions the finance and risk management
disciplines are now merging in a way that necessitates the
integrated management of risk, return and growth

Finance

CFOs are increasingly required to
evaluate financial performance and
strategic plans in the context of
earnings sustainability and risk-
based capital requirements.

Risk Management

CROs are required not only to
demonstrate loss avoidance benefits
but also prove ERM strategic
management applications by
maximizing the risk-reward balance
in all decision making.

Integrated
Risk-Adjusted
Performance
Measures
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Key Elements

Integrated management approach of
risk and performance towards capital
optimization and value creation

Analytics and data required to perform
enterprise wide aggregation and
integration of risk and return
information

Integrated risk and performance
measurement forms an essential part
of strategic planning and risk appetite
definition processes

Tactical applications such as pricing,
investment allocations, product design
and portfolio management can be
leveraged.
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Emerging Risk Management Organizational Practices

Theme Outcome

Strengthen risk management rigor by engaging the
business

Strong senior management commitment, Risk
management becomes embedded in the business
and the tone at the top pervades the organization

Clarity of roles, responsibilities, rewards and
consequences (board, business lines, risk
management, I/A)

Strong central risk group, aligned performance
measures, incentives and rewards. Unambiguous
accountability and escalation requirements

Bring a strategic risk perspective to risk management
and look beyond traditional financial risks. Embed risk
in the strategic planning process

Timely valuable independent risk insight and
effective discussion about inherent business risks
Improved performance balancing risk and reward

Define risk capacity, tolerance and appetite to
improve our understanding of the risks we are
assuming

Strengthen analytical capability, improve risk
judgments and clarify the communication about the
risks we are assuming

Improve the formality and effectiveness of the risk
management processes. Integrate credit, market and
operational risk management practices

Improved data and process quality to deliver
comprehensive transparent reporting. Improve
operational excellence across the business (no

surprises) Improve the formality of operational
controls, models, metrics, limits, valuation

Improve relationships with stakeholders Restore regulatory goodwill and relationships
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Summary of the Canadian Bank’s approach to Risk
Management - findings from Annual Reports*

= Each bank has a risk management framework that includes credit, market, liquidity, operational, environmental and
strategic risks.

Responsibility for managing credit, market, liquidity and operational risk generally belongs with the LOBs.
Environmental risk is typically incorporated in credit risk.

Strategic risk is the responsibility of the Senior Executive Teams.

= Each bank has a risk management committee at the board level. Typical responsibilities are reviewing and approving
risk management strategies, policies, standards and limits.

= Each bank has executive level risk management committees. Generally, the committees either directly or through
sub-committees, have responsibility for credit, market and operational risk.

= Oversight for risk management activities is performed by a central risk management function.

= Risk management is performed by independent risk professionals within the business units.

= Internal audit is not involved in day to day risk management activities, but performs periodic reviews of the
effectiveness of the risk management framework.

= Market risk is responsible for trading risk. Non-trading risk and liquidity risk is managed by Treasury with oversight
from the ALCO or its equivalent.

= Where Canadian banks differentiate themselves in credit risk is their discipline and enforcement of risk policy to meet
corporate objectives.

= Compliance risk is managed differently across the banks. RBC has a Global Compliance Group which is part of
Enterprise Risk Management. Compliance risk is managed by Operational Risk at Scotiabank.

* Annual reports reviewed for BMO, CIBC, TD, Scotiabank, RBC and NBC.
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Overall Risk Management Framework in the Canadian Banks

Category Industry Practice

Observations

Enterprise Risk =
Management
Framework

Leading industry practice is to have an
Enterprise Risk Management Framework that
clearly defines key roles and responsibilities:

— Business units responsible for taking and
managing risk

— Independent risk and compliance
functions responsible for setting
standards, providing tools and objectively
monitoring risk

— Internal Audit responsible for providing
independent validation and assurance
that the risk management system is
designed and operating effectively

— Board and senior management both
responsible for overseeing effective and
efficient enterprise risk management.

= Leading industry practice is to have an integrated
Risk Management Framework that drives cross-
functional effectiveness and efficiency with
respect to people, processes, technology and
information.

= Consistency in corporate and business unit
organizational structures helps achieve
framework integration, effectiveness and
efficiency objectives.

Each of the major Canadian banks have Enterprise Risk Management
Frameworks that include Credit, Market, Liquidity, Operational,
Environmental and Strategic risk. Within each bank, responsibility for
managing risks generally belongs within the business units for Credit,
Market, Liquidity and Operational risk. Environmental risk (lending
related) is generally managed through credit risk. Two banks (TD and
RBC) have Corporate Environmental Affairs groups for the oversight of
Environment risk (non-lending related) management. Strategic risk is the
responsibility of the Senior Executive team. Oversight for liquidity
management is generally the responsibility of Treasury.

While each bank has a risk management framework, only the Royal Bank
of Canada provides a description of their risk appetite framework and the
risk management principles that guide their risk management activities
(see Appendix II).
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